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ARE BIOMETRICS READY FOR THE BIG TIME?

e, like everyone, were deeply
saddened by the attack on
our nation on September 11,

2001. The world changed...security
changed. The need for security has
become more obvious than ever.
People are contacting us with ques-
tions on how to improve the security
of their business and how to protect
their employees.

One method that has received
tremendous attention since
September 11th is biometric
identification. Access control using
biometrics identifies the person
rather then just the access card.
We have devoted this issue of
Security Intelligence to the discus-
sion of biometrics, just one of the
many tools we have to offer to help
you improve your security.

Over the past few years, many have
associated biometrics with James
Bond and Star Trek. That may have
been because until recently only
James Bond and the crew of the star-
ship Enterprise were using it. Since

Randall Fowler, founder of Identix,
patented the optical fingerprint scan-
ning system in 1978, manufacturers
and analysts alike have predicted the
day when our bodies and our behav-
ior would win out as the ultimate
identification credentials. But
between the state of biometric tech-
nology 20 years ago and today stood
a number of substantial technological
and psychological barriers to wide-
spread acceptance of biometrics.

Biometrics Becoming Accepted
Since that time, several factors have
created an environment in which bio-
metrics may finally begin to spread
its wings. First, manufacturers of bio-
metric identification products have
risen to the challenge by adopting
existing standards, creating new
standards, educating the public
regarding privacy concerns and
drastically reducing false accept and
false reject rates. Second, radical
increases in computing power cou-
pled with radical declines in the cost
of that power have brought biometric
throughput rates into the ballpark of
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Nashville-based security systems integra-
tor. We believe that when you invest in a
security or parking system that it should
be the beginning of a long-term relation-
ship with a vendor you can trust. Our
outstanding team of technical, sales, and
administrative staff can take your project
from conception to completion in a pro-
fessional manner and provide the high
level of service, support, and trust that
you deserve.
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what is tolerated by commercial
access control users. Third, the
physical security industry, like the
culture in general, has cultivated a
voracious appetite for technology.
As a result, our customers are more
comfortable buying technologically
complex security products and we
are more comfortable selling them.
Lastly, growing concerns about the
security of intellectual property and
e-commerce transactions have
attracted massive investments in
developing the necessary tools to
protect computers and the networks
they are attached to. All of these
factors mean that biometric technol-
ogy has enjoyed renewed interest,
investment and acceptance among
those in the information technology
(IT) community.

Three Biometric Technologies

The three technologies that appear
to be the most practical currently are
finger scan, hand scan, and eye
scan (either retina or iris). At their
current level of development, neither
voice nor facial scan technologies
provide a practical solution for most
commercial physical security appli-
cations. The other three technolo-
gies that will be addressed in this
article usually offer the user the abili-
ty to adjust sensitivity, or tolerance
levels to balance false accept and
false reject rates.

There is usually an indirect correla-
tion between accuracy, as measured
in the number of unique characteris-
tics the technology can discern, and
cost. The level of intrusiveness is
also an important consideration
because customers who deploy
intrusive procedures into the organi-
zation could become the target of
enterprise-wide hostility. Eye scan
technology is probably the most
accurate technology of the group,
but it is also the most expensive and
perceived to be the most intrusive.
Retina scan products require that
users position their eye within one-
half inch of the reader while over 400
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unique features are scanned from
the back of the eye. lIris scan tech-
nology offers a similar level of accu-
racy (around 260 unique features)
and similar price, but it less intrusive.
Individuals need only get within three
to 18 inches (depending on the sys-
tem) for a reliable scan.

Finger scan technology is probably
the most popular of the biometric
technologies for a wide range of
applications including logical
access, Internet security, and bank-
ing. It offers a good balance
between accuracy and cost. Given
the current state of development
among the various biometric technol-
ogy alternatives, hand scan integrat-
ed best with physical access sys-
tems and is a preferred choice for
combining accuracy (up to 90
unique features or measurements)
and cost with a minimal perceived
amount of intrusion.

Time is Right for Biometrics

The time is right for biometrics to
take a more prominent position on
the access control landscape. In the
past, many biometric suppliers pre-
dicted that their technology would
make cards obsolete. While biomet-
ric technology does verify the identi-
ty of an individual in a way that
cards may not be able to approxi-
mate, biometrics are still unlikely to
replace card-based technologies.
Like all of the other security tech-
nologies currently available, biomet-
rics will find its application within a
hybridized approach that exploits
the best that each technology has to
offer.

About the author: Robert Sawyer has been
president & CEO of Group 4 Securitas
Technology since 1996. Group 4 Securitas
Technology is a subsidiary of $3 billion Group
4 Falck, the second largest security company
in the world with over 115,000 employees
operating in over 50 countries.

NOTE TO CUSTOMERS

nowing when and how to weave
Kbiometrics into the security

fabric of your business requires
a comprehensive understanding of

® the magnitude of your security
needs and desires,

® the size of your budget,

the environment in which the
technologies will be used,

® what technologies you are
already using,

® and which specific biometric
technology best addresses your
needs and fits within your
budget.

Biometric technology suppliers have
made radical improvements in the
costs of their products. For example,
finger scan readers have dropped in
cost by 50% in the last two years and
are now available for under $500.
More sophisticated iris scan readers
have moved from the $7,000 range
into the $4,000 range and some man-
ufacturers are predicting sub $1,000
units soon.

If you have an existing card-based
security system, we can use it as a
basis for biometric enhancements.
One way is to associate each individ-
ual cardholder number with that per-
son’s biometric template. This can be
done easily during the enrollment
process and requires that individuals
present their existing card to a card
reader either installed next to a bio-
metric reader or actually built into it.
The cardholder number tells the bio-
metric systems where to look on the
template database for the individual’s
stored template. Another way to sim-
plify processing is to store the biomet-
ric template on a smart card.

We can help you determine whether
biometrics should play a role in your
security applications. Our staff has
been trained to analyze the level of
security your business requires and
how biometrics might be used to
enhance your current security system.
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